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1. 1.  The Or mi ston Acade mi es Trust (ref erred to as “the trust” and any or all of its acade mi es) coll ects and 

uses certai n types of personal  i nf or mati on about staff, pupils, parents, and ot her i ndi vi dual s who 

come i n contact wi th its acade mi es, i n order to provi de educati on and associ ated f unctions. The trust 

may be requi red by l aw to collect and use certai n types of i nf or mati on to compl y wi th statut ory 

obli gati ons rel ated to e mpl oyment, educati on, and saf eguardi ng.  

1. 2.  Thi s poli cy is i ntended to ensure wher e we coll ect and process bi ometri c data f or the purposes above 

that we do so i n accor dance wi t h rel evant l egi sl ati on and gui dance to ensure the data and the ri ghts of 

i ndi vi dual s are protected.  

1. 3.  Thi s poli cy outli nes the procedur e the trust and its acade mi es f oll ow when coll ecti ng and pr ocessi ng 

bi ometri c data i n accor dance wi t h the Uni ted Ki ngdo m General Data Prot ecti on Regul ati on ( UK GDPR) 

and ot her rel ated l egi sl ati on.  

1. 4.  Thi s poli cy will be updat ed as necessary to refl ect best practice, or a mend ments made to dat a 

pr ot ecti on l egi sl ati on, thi s pol icy will be revi ewed and updated as necessary every t wel ve mont hs.  

2. 1.  The pur pose of the docu ment is to set out cl earl y how as a trust we meet our stat ut ory obli gati on wi th 

regar ds to the curati on and use of bi ometri c data. The poli cy appli es to the storage of all bi ometri c 

dat a i ncl udi ng the data of staff, pupil s, and vi sitors and i s revi ewed by the trust on an annual basi s.  

2. 2.  All staff who are i nvol ved i n stori ng data are trai ned on the cont ent.  

2. 3.  The poli cy shoul d be read i n conj uncti on wi th the f oll owi ng Or mi ston Acade mi es Trust polici es.  

▪ Dat a protecti on and freedo m of i nf or mati on poli cy 

▪ Recor ds retenti on poli cy  

3. 1.  Thi s poli cy has due regar d to all rel evant l egi sl ati on and gui dance i ncl udi ng, but not li mi ted to, the 

f oll owi ng:  

▪ Pr ot ecti on of Freedo ms Act 2012 

▪ Dat a Protecti on Act 2018 

▪ Uni ted Ki ngdo m General Data Protecti on Regul ati on ( UK GDPR)  

▪ Df E ( 2022) ‘ Protecti on of bi ometri c i nf or mati on of chil dren i n school s and coll eges’  
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3. 2.  Thi s poli cy operates i n conj uncti on wi th the f oll owi ng academy poli ci es:  

▪ Dat a protecti on and freedo m of i nf or mati on poli cy 

▪ Speci al category data   

▪ Recor d retenti on poli cy 

4. 1.  Bi ometri c data: Personal i nf or mati on about an i ndi vi dual’s physi cal or behavi oural characteri sti cs that 

can be used to i dentify that person. Thi s can i ncl ude thei r finger pri nts, faci al shape, reti na and iri s 

patterns, and hand measurements.  

4. 2.  Aut o mat ed bi ometri c recogni ti on syste m: a syste m whi ch meas ur es an i ndi vi dual’s physical or 

behavi oural characteri sti cs by usi ng equi pment that operates ‘ aut omati call y’ (i e. el ectronicall y). 

I nf or mati on from t he i ndi vi dual is aut omati call y compar ed wi t h bi ometri c i nf or mati on stor ed i n the 

syste m t o match wi th data stor ed about an i ndi vi dual . 

4. 3.  Pr ocessi ng bi ometri c data:  i ncl udes obtai ni ng, recor di ng or hol di ng bi ometri c data or carryi ng out any 

operati on on the data i ncl udi ng di scl osure, del eti on, a mend ment or organi zati on of the dat a.  

4. 4.  Speci al category data: personal data whi ch the GDPR says is mor e sensi ti ve as defi ned i n Arti cl e 9 of 

the UK GDPR. Bi ometri c data used f or i dentifi cati on pur poses i s defi ned by Arti cl e 9 as speci al category 

dat a.  

5. 1 The nati onal l eadershi p group of the trust i s responsi bl e f or revi ewi ng thi s poli cy on an annual basi s.  

5. 2 The acade my pri nci pal i s responsi bl e f or ensuri ng the provisi ons i n thi s poli cy are i mpl e ment ed 

consi stentl y. 

5. 3 The acade my data pr otecti on l ead ( DPL) is responsi bl e f or moni t ori ng the acade my’ s compl i ance wi th 

dat a prot ecti on l egi sl ati on i n rel ati on to the use of bi ometric data. 

5. 4 The data pr otecti on offi cer ( DPO) i s responsi bl e f or advi si ng on when it is necessary to undertake a 

dat a prot ecti on i mpact assessment ( DPI A) i n rel ati on to the acade my’ s bi ometri c syste m( s) and f or 

bei ng the first poi nt of contact for the I CO and f or i ndi vi duals whose data i s processed by the acade my 

and connected thi rd parti es. 
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6. 1.  The acade my pr ocesses all personal data, i ncl udi ng bi ometric data, i n accor dance wi th the key 

pri nci pl es set out i n the UK GDPR. These pri nci pl es are set out i n secti on 3 of the Or mi ston Acade mi es 

Tr ust Data protecti on and freedo m of i nf or mati on poli cy. 

6. 2.  I n addi ti on to thi s the trust i s al ways commi tted to ensuri ng that anyone deali ng wi th personal data 

shall be mi ndf ul of the i ndi vi dual’s ri ghts under the l aw. These are expl ai ned i n mor e detai l i n secti ons 

11 to 13 of the Data Protecti on and Freedo m of I nf or mati on Poli cy. 

7. 1.  Pri or to processi ng bi ometri c dat a or i mpl e menti ng a system t hat i nvol ves processi ng bio metri c data, a 

DPI A must be carri ed out.  

7. 2.  Requests f or DPI A must be made usi ng the OATnet f or m here: 

htt ps://or mi stonacade mi estrust. sharepoi nt. com/si tes/data- pr ot ecti on/Si tePages/ Data-Pr ot ecti on-

I mpact- Assess ment. aspx  

7. 3.  Furt her gui dance on how t o co mpl ete the request i s avail abl e on the OATnet DPI A page.  

7. 4.  Sub mi ssi on f or a DPI A must i ncl ude the upl oad of docu mentati on from your servi ce provider to cl arify 

how t hey manage GDPR and Dat a Protecti on compli ance.  

7. 5.  The DPO will revi ew the DPI A to:  

▪ Assess the nat ure, scope, context, and pur poses of the processi ng 

▪ Assess necessity, proporti onal ity, and compli ance measures 

▪ I dentify and assess ri sks to i ndi vi dual s 

▪ I dentify any addi ti onal controls that may need to be appli ed to mi ti gate those ri sks 

7. 6.  When assessi ng l evel s of ri sk, the li keli hood, and the severity of any i mpact on i ndi vi dual s will be 

consi dered.  

7. 7.  If a hi gh ri sk i s i dentifi ed that cannot be mi ti gated by addi tional and reasonabl e control s, the DPO will 

consul t the I CO bef ore the processi ng of the bi ometri c data begi ns.  

7. 8.  The I CO will provi de the acade my wi th a wri tten response and the acade my will adhere to any advi ce 

pr ovi ded i n the response from t he I CO.  

8. 1.  The acade my must obtai n consent f or the processi ng of bi ometri c data as requi red by Secti on 26 of 

the Protecti on of Freedo ms Act 2012.  

https://ormistonacademiestrust.sharepoint.com/sites/data-protection/SitePages/Data-Protection-Impact-Assessment.aspx
https://ormistonacademiestrust.sharepoint.com/sites/data-protection/SitePages/Data-Protection-Impact-Assessment.aspx


 

 

Bi ometri cs 6 

 

8. 2.  Wher e the acade my uses pupils’ bi ometri c data as part of an aut omat ed bi ometri c recogni ti on syste m 

the acade my will compl y wi th the requi re ments of the Protecti on of Freedo ms Act 2012.  

8. 3.  Pri or to any bi ometri c recogni ti on syste m bei ng put i n pl ace or processi ng a pupil’s bi ometri c data, the 

acade my will send the pupil s’ parents a parental notifi cati on and consent f or m f or the use of bi ometri c 

dat a.  

8. 4.  Wri tten consent will be sought from at l east one parent of the pupil bef ore the acade my coll ects or 

uses a pupil’s bi ometri c data if the pupil is under 18. Pupil s over the age of 18 shoul d provi de thei r 

own consent. 

8. 5.  The na me and contact detail s of the pupil’s parents will be taken from the acade my’ s admi ssi on 

regi ster. 

8. 6.  Wher e the na me of onl y one parent is i ncl uded on the admissi ons regi ster, the pri nci pal wi ll consi der 

whet her any reasonabl e steps can or shoul d be taken to ascertai n the detail s of the ot her parent.  

8. 7.  The acade my does not need to notify a parti cul ar parent or seek thei r consent if it is sati sfi ed that:  

▪ The parent cannot be f ound, e. g. thei r whereabouts or i denti ty i s not known 

▪ The parent l acks the ment al capaci ty to obj ect or consent  

▪ The wel fare of the pupil requi res that a parti cul ar parent is not contacted, e. g. where a pupil has been 

separated from an abusi ve parent who must not be i nf or med of the pupil’s wher eabouts 

▪ It is other wi se not reasonabl y practi cabl e f or a parti cul ar parent to be notifi ed or f or thei r consent to 

be obtai ned 

8. 8.  Wher e nei ther parent of a pupil can be notifi ed, consent wi ll be sought from t he f oll owi ng i ndi vi dual s 

or agenci es as appr opri ate:  

▪ If a pupil is bei ng ‘l ooked after’ by the LA or i s accommodat ed or mai ntai ned by a vol untary 

organi sati on, the LA or vol untary organi sati on will be notified, and thei r wri tten consent obt ai ned 

▪ If the above does not appl y, then notifi cati on will be sent to all those cari ng f or the pupil and wri tten 

consent will be obtai ned from at l east one carer bef ore the pupil’s bi ometri c data can be pr ocessed 

8. 9.  Wher e a parent di sput es consent provi ded by the ot her parent consent will be dee med to have not 

been pr ovi ded and bot h parents i nf or med that thi s will be the case and reasonabl e alternati ve 

arrange ments will be provi ded.  

8. 10.  Notifi cati on sent to parents and ot her appr opri ate i ndi vi dual s or agenci es will i ncl ude i nfor mati on 

regar di ng the f oll owi ng:  

▪ Det ail s about the type of bi ometri c i nf or mati on to be taken 

▪ Ho w t he data will be used 

▪ The parent’ s and the pupil s right to ref use or wi thdraw thei r consent 

▪ The acade my’ s duty to provi de reasonabl e alternati ve arrange ments f or those pupil s whose 

i nf or mati on cannot be processed 
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8. 11.  The acade my will not process the bi ometri c data of a pupil under the age of 18 i n the f ollowi ng 

ci rcumstances: 

▪ The pupil (verball y or non- verball y) obj ects or ref uses to parti ci pate i n the processi ng of thei r 

bi ometri c data 

▪ No parent or carer has consented i n writi ng to the processi ng 

▪ A parent has obj ected i n wri ting to such processi ng, even if anot her parent has gi ven wri tten consent 

8. 12.  Parents and pupil s can obj ect to parti ci pati on i n the acade my’ s bi ometri c syste m( s) or wi thdraw thei r 

consent at any ti me. Wher e thi s happens, any bi ometri c data rel ati ng to the pupil that has al ready 

been capt ured will be del eted. 

8. 13.  If a pupil obj ects or ref uses to parti ci pate, or to conti nue to parti ci pate, i n acti viti es that invol ve the 

pr ocessi ng of thei r bi ometri c dat a, the acade my will ensure that the pupil’s bi ometri c data i s not taken 

or used as part of a bi ometri c recogni ti on syste m, irrespective of any consent gi ven by the pupil’s 

parent(s). 

8. 14.  Pupil s will be i nf or med that they can obj ect or ref use to all ow t hei r bi ometri c data to be coll ected and 

used vi a a l etter. 

8. 15.  Wher e staff me mbers or ot her adul ts use the acade my’ s bio metri c syste m( s), consent wi ll be obtai ned 

from t he m bef ore they use the syste m.  

8. 16.  Staff and ot her adul ts can obj ect to taki ng part i n the academy’ s bi ometri c syste m( s) and can 

wi t hdraw thei r consent at any ti me. Wher e thi s happens, any bi ometri c data rel ati ng to the i ndi vi dual 

that has al ready been capt ured will be del eted.  

8. 17.  Reasonabl e alternati ve arrange ments will be provi ded to any i ndi vi dual that does not consent to take 

part i n the acade my’ s bi ometric syste m( s), i n li ne wi th section 9 of thi s poli cy.  

9. 1.  Parents, pupil s, staff me mbers and ot her rel evant adul ts have the ri ght to not take part i n the 

acade my’ s bi ometri c syste m( s). 

9. 2.  Wher e an i ndi vi dual obj ects to taki ng part i n the acade my’ s bi ometri c syste m( s), reasonabl e 

al ternati ve arrange ments will be pr ovi ded that all ow the i ndi vi dual to access the rel evant servi ce, e. g. 

wher e a bi ometri c syste m i s used to pay f or acade my meal s, the pupil may be abl e to use cash or a 

car d f or the transacti on i nstead. Al ternati vel y, a PI N may be pr ovi ded wher e avail abl e.  

9. 3.  Al ternati ve arrange ments will not put the i ndi vi dual at any di sadvantage or create diffi culty i n 

accessi ng the rel evant servi ce or resul t i n any addi ti onal burden bei ng pl aced on the i ndi vidual (and 

the pupil’s parents, where relevant). 
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10. 1.  Bi ometri c data will be managed and retai ned i n li ne wi th Or mi ston Acade mi es Trust Recor ds retenti on 

poli cy. 

10. 2.  If an i ndi vi dual (or a pupil’s parent, where rel evant) wi thdraws thei r consent f or thei r / thei r chil d’ s 

bi ometri c data to be processed, it will be erased from t he acade my’ s syste m.  

11. 1.  There are appr opri ate and robust security measures i n pl ace to protect the bi ometri c data hel d by the 

acade my. These measures will be detail ed i n any rel evant DPI As compl eted.  

11. 2.  Any breach to the acade my’ s bi ometri c syste m( s) will be deal t wi th i n accor dance wi th the Or mi st on 

Acade mi es Trust Data protecti on and freedo m of i nf or mation poli cy. 

12. 1.  The nati onal l eadershi p group of the trust will revi ew thi s poli cy on an annual basi s. 

12. 2.  Any changes made to thi s policy will be communi cated to all staff, parents, and acade mi es.
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