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11 The O niston Acadenies Trust (referredto as “the trust” and any or dl of its acade nies) cdl ects and
uses certa ntypes o persona irfor mati on about staff, pupls, parents, and ather indvi duals who
comeincontact wthits acadenies, in order to provi de educati on and assodi ated functions. The trust
may berequred by lawto cdlect and use certa ntypes of i nfor mationto conply wth statutory
obligations rd ated to enmpl oyment, educati on, and safeguard ng

12 This pdicyisintended to ensure where we cdlect and process ki onetric datafor the purposes above
that we dosoinaccordancewithrdevant | egslation and gu dance to ensure the data and the rights of
indviduds are protected

13 This pdicy outlines the procedure the trust andits acade mes fdl ow when cdl ecti ng and pr ocessi ng
bi onmetric datainaccordance withthe United K ngdom General Data Protecti on Regu ati on ( UK GDPR)
and other rd ated| eg sl ati on

14 This pdicy wll be updated as necessary torefl ect best practice or anmend ments nade todata
protectionlegslation ths pdicy wvill bereviewed and updated as necessary every t wel ve nont hs.

21 The purpose o the docunent istoset out dearly howas atrust we neet our statutory obligation wth
regards tothe curati on and use of b onetric data. The pdicy appies tothe storage of dl bi ornretric
dataind ud ng the data of staff, pugdls, and visitors andis reviewed by the trust on an annual basis.

22 Al staff who areinvdvedinstoring data are tra ned on the content.

23 The pdicy shou d be readin conj unction wththe fdlowng Or niston Acade nies Trust polid es.

= Data protecti on and freedo mof i rf or mati on pdicy
= Records retenti on pdicy

31 This pdicy has due regardtoall rd evant | egsl ati on and guidanceind ud ng but not li nitedtg the

fdl owng
Ll Protecti on of Freedons Act 2012
Ll Data Protecti on Act 2018
= United K ngdom Generd Data Protecti on Regu ati on ( UK GDPR)
= DfE (2022) ‘Protecti on of b ometricinfor mati on of chil dreninschods and cdl eges’
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32 This pdicy operatesincon unction wththe fdl owng acadeny pdid es:

= Data protecti on and freedo mof i nf or mati on pdicy

= Specid category data

= Recordretenti on pdicy

4.1 Bi onetric data: Personal i rfor mati on about anind vi dua’s physicd o behavi oura characteristics that

can be used toidentify that person This canind ude their fingerprints, fadd shape, retina andiris
patterns, and hand neasurements.

4.2 Aut o mated ki onetric recognition system a system whichmeasures anindvidua’s physicd o
behavi ourd characteristics by wsing equ prent that operates ‘automnaticdly (ie dectronicdly).
I nfor mati on fromtheind vidual is automaticdly conpared with b onetricinfor mati on storedinthe
systemto match wth data stored about anind vi dual.

4.3 Processi ng ki onetric data: ind udes obta ring record ng or hd d ng b onetric data or carrying out any
operation onthe dataind udng dsd osure dd etion, amendnment or organizati on of the data.

4.4 Speci d category data: persona data whichthe GDPR saysis nore sensitive as definedinArtide 9 o
the UK GDPR H onetric data used for i dentificati on purposes is defined by Artide 9 as specid category
data

51 The nati ona leadershi p group of thetrustisresponsidefor reviewngths pdicy on an annual basis.

52 The acaderny prind pd isresponsid efor ensuring the provisionsinths pdicy arei ng emented
consistently.

53 The acade ny data protectionlead ( DPL) is responsi d e for monitoring the acade my' s compliance wth
data protectionlegslationinre ationtothe use of ki onetric data.

54 The data protection officer (DPQ is responsi d efor advising on whenitis necessary to undertake a
data protecti oni npact assessment (DPl A) inrdationtothe acadeny' s b onetric systenfs) andfor
bei ng the first pd nt of contact for the | COand forindviduals whose datais processed by the acade ny
and connected third parties.
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6 1 The acade ny processes dl personal data, ind ud ng b ometric data, inaccordance wththe key
prind des set out inthe UK GDPR These prind d es are set out i nsection 3 of the O niston Acade nmes
Trust Data protecti on and freedomof i rfor mati on pdicy.

6.2 Inaddtiontothsthe trustisa ways comnittedto ensuring that anyone dealing wth personal data
shall be nindfu o theindvidual’s rights under thelaw These are exd d nedin nore detail i nsecti ons
11to 13 of the Data Protecti on and Freedo maf | nfor mati on Pdicy.

7.1 Pri or to processi ng b onetricdata or i npl e menti ng a systemt hat i nvd ves processi ng ko metric data, a
DPI A nust be carried out.

7.2 Requests for DPl A nust be nade usi ng the OATnet for mhere:
htt ps: //or nist onacade ni estrust. sharepa nt. co nysites/ data- pr ot ecti on/SitePages/ Dat a-Pr ot ecti on-
| npact- Assess nent. as px

7.3 Further gu dance on howto conpl ete the request is aval abl e onthe OATnet DPl A page.

7.4 Subnissionfor a DA A nust i nd ude the up oad of docu nmentati onfromyour service provider tod arify
howthey manage GDPR and Data Protecti on conpliance.

7.5 The DPO wll reviewthe DP Ata

= Assess the nature scope context, and purposes o the processi ng

. Assess necessity, proportionality, and conpliance neasures

. I dentify and assess risks toindi vi dud's

. I dentify any addtional contrds that may needto be apgdied to nitigate those risks

7.6 When assessinglevds o risk thelikdihood, andthe severity of anyi npact onindviduas wll be
consi dered

7.7 If a highriskisidentifiedthat cannot be nitigated by addtional and reasonahll e contrds, the DPO will
consut thel CO bef ore the processing of the b omretric data beg ns.

7.8 The 1 CO wll provi de the acadeny wth a wittenresponse and the acade nmy wll adhere to any advice
provi dedinthe response fromthel CQ

81 The acadeny nust obtai nconsent for the processing of i ometric data as required by Secti on 26 of
the Protecti on of Freedons Act 2012
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82

83

8.4

8.5

8.6

8.7

Wher e the acade ny uses pupils b onetric data as part o an autonated ki omnetric recogniti on system
the acadeny wll conply wththerequrenents of the Protection of Freedons Act 2012

Pri or to any ki onetricrecogniti on systembei ng put in dace o processing a pupil’s b onetric data, the
acadeny wll sendthe pupils parents a parentd natificati on and consent for mfor the use of b onetric
data

Witten consent wlil be sought fromat | east one parent o the pupl bef ore the acade ny cdl ects or
uses a pupil’s i onetric dataif the pupl is under 18 Pupilsover the age of 18 shou d provide ther
own consent.

The name and contact detailsof the pupil’s parents wll be taken fromthe acade ny’ s admi ssi on
regster.

Wherethe name of orly one parent isind uded onthe admissions regster, the prind pad will consi der
whet her any reasonabl e steps can or shou d be taken to ascerta nthe details of the other parent.

The acade ny does not need to notify a particu ar parent or seek their consent if itis satisfied that:

The parent cannot befound, e.g their whereabouts oridentityis not known

The parent |l acks the mental capacityto obj ect or consent

The welfare o the pupl requires that a particd ar parent isnot contacted eg where a pupil has been
separated froman abusi ve parent who rnust not beinfor med of the pupil’s whereabouts

Itis ather wse not reasonably practical efor a particd ar parent to be netified or for their consent to
be obta ned

Where neither parent o a pupil can be notified consent wll be sought fromthe fdl ow ngind vi dual s
or agenci es as appropriate

If a pupil is bd ng ‘l ooked after’ by the LA or is accommodated or nai ntai ned by a vd untary
organisation the LA or vd untary organisation wll be nctified, andtheir witten consent obtai ned

If the above does not apgdy, then notification wlil be sent to dl those caring for the pug! and witten
consent wll be obta nedfrom at | east one carer beforethe pupil’s b onetric data can be processed

Where a parent dsputes consent provi ded by the ather parent consent Wil be dee nmed to have not
been provi ded and both parentsirfor med that th's wil bethe case and reasonahbl e dternative
arrange ments wll be provi ded.

Notifi cati on sent to parents and ot her appropriateindviduals or agencies wll i nd udeinfor mati on
regard ng the fdl owng

Details about the type of b ometricinfor mati onto be taken

Howthe data wll be used

The parent’s and the pupilsright torefuse or wthdrawtheir consent

The acadeny s duty to provi de reasonahbl e dternative arrange ments for those pupls whose
i nf or mati on cannot be processed
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The acadeny wll not process the b onetric data of a pupil under the age of 18inthefdlow ng
drcunstances:

The pupil (verbally or non-verbally) olj ects or refuses to partid pateinthe processi ng of their

bi onetric data

No parent or carer has consentedin witingtothe processi ng

A parent has obj ectedin witing tosuch processing evenif ancother parent has gven witten consent

Parents and pupils can ol ect to partid pationinthe acade my s ki onetric systenfs) o wthdrawther
consent at any ti ne. Where this happens, any ki ometric data rd ati ng tothe pupil that has dready
been captured wil be dd eted.

If a pupil ol ects or refuses to partid pate o to conti nue to partid pate in activities that invd ve the
processing of their b onetricdata the acadeny wll ensure that the pupil’s b onetric datais not taken
or used as part of a ki onetricrecogniti on system irrespective of any consent gven by the pupl’s
parent(s).

Pupils wll beinfor med that they can object or refusetodlowther b onetric datato be cdlected and
used via al etter.

Where staff menbers or ather aduts use the acade my's o metric systenfs), consent wll be obta ned
fromthe mbeforethey use the system

Staff and other aduts can object totaki ng partinthe academy’s ki onetric systenfs) and can
withdrawther consent at any ti ne. Whereths happens, any ki ometric datard atingto theind vi dual
that has dready been captured wll be dd eted

Reasonah e dternative arrange ments wll be provi ded to anyind vi dual that does not consent totake
partinthe academys b onetric systengs), inline wthsection 9 of this pdicy.

Parents, pupls, staff me mbers and other rd evant aduts have the right to not take partinthe
academy's b ometric systengs).

Where anindvidual ol ects to taki ng partinthe acadeny s kb onetric systengs), reasonabl e
dternative arrange ments wll be provi ded that dl owtheindividual toaccess the rd evant service eg
where a b onetric systemis used to pay for acade ny neals, the pupil may be abdeto usecash or a
cardfor the transactioninstead. Aternativdy, a A N nmay be provi ded where avalad e

Aternative arrange ments wll not put theindvidua at any disadvantage or create dfficultyin
accessi ng the rd evant service or resutinany addti ona burden bei ng daced ontheindvidual (and
the pupil’s parents, where rdevant).
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101 B onetric data wll be managed andretd nedinline wth Or niston Acade nies Trust Records retenti on
pdicy.

10.2 If anindvidua (or a pugl’s parent, whererdevant) wthdraws their consent for their /their childs
bi onetric datato be processed, it wil be erased fromthe acade ny s system

111 There are appropriate and robust security measuresin daceto protect the b onetric data hd d by the
acadeny. These neasures Wil be detailedinany rdevant DPl As conpl eted

112  Any breachtothe acade ny s bi onetric systenfs) wll be dealt wthinaccordance wththe O mston
Acade nies Trust Data protection and freedomof i nf or mation pdicy.

121  The national | eadersh p group o the trust wll reviewths pdicy on an annua basis.

122  Any changes made toths pdicy wll be communicated to dl staff, parents, and acade mes.
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